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Motivation

 Roll-out of Smart Metering infrastructure

 Harmonized system architecture -> “Reference Architecture”

 Important decisions about functionalities

OpenNode
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Smart Metering for Consumers

 Focus: Energy Customer
 Feedback about energy

consumption

5

Consumer

Consumption behaviour

Smart Meter Backend IT

Feedback



6

Smart Metering for Power Grids
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Step 1: Observability
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Step 2: Active Control

See also: ISOLVES project
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Position in power grid

HV

MV
MV

MV
LV

LV
LV LV

LV

LV

SSN position

SSN: Secondary Substation Node



8

Position in IT infrastructure

 “Last Mile” (e.g. Power Line com)
 Linking ICT and Energy grid 

topology for functional reasons
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OpenNode proposed architecture
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Consortium

1. Atos Origin Sociedad Anónima Española (ATOS ORIGIN) – SPAIN
2. IBERDROLA DISTRIBUCION ELECTRICA, S.A. (IBD) – SPAIN
3. EDP Inovação SA (EDP) – PORTUGAL
4. ELECTRICITE DE FRANCE S.A. (EDF) – FRANCE
5. SIEMENS AG (SIEMENS) – GERMANY/AUSTRIA
6. Nucleo de Comunicaciones y Control, SL (NUCLEO) – SPAIN
7. KEMA NEDERLAND BV (KEMA) – NETHERLANDS
8. Instituto de Tecnología Eléctrica (ITE) – SPAIN



Functional specification

of a future substation node
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Supporting Processes

OpenNode

I  Meter Registration
MA01 Meter Detection and Validation
MA13 SSN Automatic Detection
AD03 Meter Availability Control

J  High-level-Scheduler and Time Synchronization
MA08 SMs and SSNs Clock Synchronization
MA22 Information Management
OP08 SM Grouping Management:

K  Lifecycle Management
MA09 SMs and SSNs Remote Firmware Update
MA21 Power supply backup
OP14 Expendable Functional Capabilities
OP15 Expendable Communication Capabilities

L Local Storage ManagementM Logging
MA20 Maintenance Management
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Application Processes

OpenNode

A Metering Data Handling
MA03 Electricity SMs reading (On demand)
MA04 Electricity SMs Reading (For billing)
OP01 Other Remote Meter Readings

B Local Measurements
MA05 SS Energy Related Measurement Readings
MA11 Illegal Manipulation Detection
MA15 SS Measurements
MA18 SS Monitoring Management
MA19 Fault Detection Management
OP05 SS Measurements

C Information Processing
AD01 Fraud Detection (Energy Balance)
AD02 Automatic Adaption to Grid Changes
OP03 Power Quality Management
OP17 Sending "Location Information"
OP18 Fault Locator Management

D Local Control Logic + State Estimator 
OP06 Unplanned Load shedding
OP07 SS Transformer Tap changer
OP09 Fault Detection Management
OP10 Automatic Power Restorations
OP11 LV State Estimator
OP13 Advanced Controller Devices

E Local Control (GPIO)
AD04 Small Distributed Generation Management
AD05 Islanding Operation

F Control Messages and Price Signalling
MA02 Remote Tariff Programming
MA06 SMs Remote Disconnection and Reconnection
MA07 SMs Power Control (Demand Side Management)
MA10 Alarms and Events Management
MA14 Load Profile Management
MA16 Load Shedding initiated by Control Centre
MA17 Remote Switching of MV Lines
AD06 Var Control
OP02 Customer Device Management
OP04 Prepayment Mode
OP16 Transmission of Load Management Orders



Related Projects and Outlook

OpenMeter – Meter-focussed sister project
ADDRESS – Active Demand in Energy Markets

OpenNode14
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OpenMeter

OpenNode
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OSI 7: Application Layer
OSI 6: Presentation Layer
OSI 5: Session Layer

OSI 4: Transport Layer

OSI 3: Network Layer

OSI 2: Data Link Layer

OSI 1: Physical Layer

Application Model

PRIME Convergence Layers

OpenMeter Protocol Stack

OpenNode16

PRIME PHY

PRIME MAC

IPv4 4-32

IEC 62056-47

TCP/UDP/IP wrapper

TCP (RFC 793)/UDP (RFC 769)

IPv4 (RFC 791)

IEC 62056-53
COSEM Application Layer

IEC 62056-62 / IEC 62056-61 / EN 13757-1
COSEM Metering Object Model, OBIS Object Identification System

IEC334-4-32 Connectionless LCC Layer

IEC 61334-5-1
S-FSK PHY

IEC 61334-5-1
S-FSK MAC
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ADDRESS

OpenNode17

Active Demand (AD)
 active participation in 

power system 
markets 
 domestic and 
 small commercial 

consumers 
 provision of services 

to the different 
participants
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OpenNode Outlook

 Three Prototypes to be developed

- 2 Hardware Prototypes
- 1 „Virtual Prototype“ in software

 Lab Tests of these Prototypes at KEMA
 Field tests in Spain, France and Portugal

OpenNode18



Thank you.

OpenNode19
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